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AdaCOS: Adaptive Differential Privacy Shuflle
Model Based on Cosine Similarity

Abstract

This paper proposes AdaCOS, a novel adaptive differentially private random-
ization model for privacy protection in federated learning. AdaCOS addresses
the issues of accuracy loss and inadequate parameter importance assessment
in traditional SDP-FL models, which stem from fixed Top-K parameter selec-
tion strategies. The proposed model introduces a dynamic Top-K adjustment
mechanism based on cosine similarity, marking the first incorporation of mod-
ified cosine similarity as a smooth indicator of training stability for adaptive
privacy perturbation control. Additionally, a novel network pruning technique
integrating weight magnitude and Hessian values is developed to achieve more
precise quantification of parameter importance. Experiments on three real-world
datasets—MNIST, CIFAR-10, and CIFAR-100—demonstrate that under the
same privacy budget of g, = 4000, AdaCOS improves model accuracy by an
average of 3.6% (std £0.42%, 95% CI) compared to fixed Top-K methods. In
non-IID data scenarios, it reduces accuracy degradation by approximately 18%.
Furthermore, to achieve the same privacy protection level, AdaCOS requires
approximately 22% less Laplace noise standard deviation, significantly mitigating
the interference of noise injection with model convergence. This research pro-
vides a reliable solution with high performance and strong privacy guarantees for
balancing privacy protection and model efficiency in practical federated learning
applications.

Keywords: Federated Learning, Differential Privacy, Shuffle Model, Cosine Similarity,
Network Pruning

1 Introduction

Federated learning is a distributed machine learning paradigm that effectively tackles
the data silo problem[1]. However, the model parameters exchanged during training
carry risks of privacy leakage [2, 3].

To address this problem, differential privacy (DP) has been proposed to protect
privacy by adding noise to model parameters [4]. Currently, there are three main types
of differential privacy-based federated learning models: centralized federated learning
model (DP-FL), local federated learning model (LDP-FL), and secure shuffle model
(SDP-FL), as shown in Fig. 1.
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Fig. 1: Comparison of three model structures for federated learning

DP-FL streamlines privacy preservation by introducing a trusted third-party
aggregator: clients upload raw weights, and the aggregator adds noise after central
aggregation [5, 6]. While this model ideally balances security and efficiency, its entire
privacy guarantee relies on the absolute trustworthiness and security of the centralized
server. This strong trust assumption is often impractical in real-world applications.
If the server is compromised or becomes untrustworthy, it becomes a single point of
failure for privacy leakage.

LDP-FL enhances privacy by applying local randomization on the client side, elim-
inating the need to trust the server [7, 8]. However, this localized processing comes at
the cost of significant utility loss. Since each local model must add strong noise suffi-
cient to meet privacy requirements independently, the accuracy of the final aggregated
global model is severely degraded.

SDP-FL introduces a shuffler into the process, leveraging the privacy amplification
effect to achieve the same privacy guarantees as LDP-FL with much less noise, thereby
greatly improving accuracy [9, 10, 11]. This design opens new optimization directions.
However, its effectiveness heavily depends on parameter processing strategies before
and after shuffling. The lack of adaptive optimization based on training dynamics
limits further performance improvements in complex scenarios.

The accuracy advantage of SDP-FL mainly comes from the privacy amplification
effect [12]. To optimize this' model, various strategies have been proposed. Regard-
ing parameter importance evaluation, the FLAME framework [13] uses a fixed Top-K
sub-sampling strategy. However, a fixed sampling ratio cannot adapt to varying noise
sensitivity across different training stages, ultimately harming model accuracy. More-
over, ranking parameters solely by their absolute values fails to accurately reflect their
true contribution [13, 14].

In terms of dynamic adjustment strategies, AdaSTopK [15] attempts to dynami-
cally adjust the Top-K ratio. Yet, its reliance on historical accuracy as a feedback signal
often leads to significant training instability and affects convergence. Furthermore,
most existing methods rank importance based only on weight magnitude, ignoring the
parameters’ influence on the loss curvature. This oversight may result in the incorrect
pruning of critical parameters.

To address these issues, this paper proposes the AdaCOS model. Its core
contributions are threefold:



1.AdaCOS is the first shuffler-based FL framework that employs cosine similarity
for adaptive Top-K selection. It enables stable and state-aware privacy allocation by
automatically adjusting the proportion of parameters uploaded from clients based on
the training status.

2.This work is the first to integrate Hessian significance from network pruning into
SDP-FL. This method more accurately evaluates parameter importance by considering
the Hessian matrix values, going beyond just the absolute values of model parameters.
It not only identifies critical parameters more precisely but also provides more effective
privacy protection for them.

3. The effectiveness of the proposed strategy is validated through experiments con-
ducted on three benchmark datasets: CIFAR-10, MNIST, and CIFAR-100. Results
demonstrate that AdaCOS significantly reduces the amount of noise added while main-
taining model prediction accuracy, thereby achieving an effective balance between
privacy protection and model performance.

The remainder of this paper is organized as follows. Section 2 briefly summarizes
related work on shuffle models. Section 3 presents the definitions of differential pri-
vacy, the privacy budget calculation, parameter importance assessment, and the basic
workflow of shuffle models. Section 4 provides a detailed analysis and introduction of
the AdaCOS model. Section 5 describes the experimental setup and results. Finally,
Section 6 concludes the paper.

2 Related work

In recent years, differential privacy (DP) has been widely adopted in federated learning
due to its mathematical rigor, aiming to optimize the privacy-utility tradeoff. The
core idea of these studies is to replace fixed, worst-case noise injection strategies with
intelligent privacy budget allocation based on data characteristics, model states, or
training dynamics. Meanwhile, exploration of the theoretical boundaries of privacy
amplification has provided a solid foundation for these adaptive mechanisms.

In the development of SDP-FL models, Bittau et al. [16] pioneered the integration
of a data shuffler into the LDP-FL model, achieving significant privacy amplification
through anonymization. Erlingsson et al.[17] subsequently provided a rigorous theo-
retical proof and quantification of the privacy amplification effect brought by shuffling.
This design significantly enhances privacy protection without adding extra noise, but
their analysis and evaluation were based on an idealized IID data assumption. Under
highly heterogeneous data distributions, fixed noise injection and parameter selection
strategies can severely amplify data bias, leading to a sharp decline in model utility.

To enhance model utility without excessively increasing overhead, research has
shifted toward more efficient protocol design. Balle et al.’s ”Privacy Blanket”
protocol[18] and Li et al.’s virtual point-based enhancement method [19] further raised
the theoretical upper bound of privacy protection by introducing virtual messages.
However, a common limitation of these methods is that the privacy gains come at the
cost of significantly increased computational and communication overhead for clients,
which may hinder their practical application in resource-constrained federated learning
scenarios.



To improve model utility without overburdening the system, research has focused
on more efficient protocol designs. The works of Cheu et al. [20] and Ghazi et
al.[21] demonstrated the accuracy advantages of SDP-FL from the perspectives of
single-message and multi-message protocols, respectively. Such methods combine input
data-dependent perturbations with data-independent noise in multi-message shuffle
models. While they significantly enhance privacy protection, the algorithmic complex-
ity also increases substantially. The multi-message protocol later proposed by Balle et
al. [22] achieved privacy protection without relying on privacy amplification. Although
these protocols represent theoretical advances, their complex communication frame-
works (especially the multi-message protocols [21, 22]) introduce high communication
costs and potential synchronization issues in practice, posing challenges for large-scale
deployment.

In recent years, adaptive differential privacy mechanisms have become an impor-
tant research direction for optimizing the privacy-utility tradeoff, further expanding
the capabilities of SDP-FL. In adaptive noise injection, Xue et al. [23] proposed a
sensitivity-based adaptive noise mechanism that adjusts noise scale by analyzing the
dynamic characteristics of model updates. While effective in centralized DP frame-
works, its reliance on server-side sensitivity calculation limits its application in shuffle
models.

In personalized differential privacy, Liu et al. [24] introduced a personalized privacy
protection framework into shuffle models, allowing users to set different local privacy
budgets. Although this work enhances flexibility, it mainly optimizes horizontal pri-
vacy allocation among users and fails to address vertical adaptation at the parameter
level within a single model. Similarly, regarding improvements based on gradient clip-
ping, Xia et al. [25] proposed a dynamic gradient clipping algorithm. It adaptively
adjusts the clipping threshold. This significantly improves model performance under
the same privacy budget. Andrew et al. [26] introduced Adaptive Clipping. It dynam-
ically adjusts the clipping norm C using online quantile estimation. This avoids the
over-perturbation caused by fixed clipping. Its effectiveness was validated under the
DP-SGD framework, with almost no communication overhead. However, its privacy
analysis still uses the moments accountant method. It does not integrate the privacy
amplification theorem of the shuffle model. Furthermore, the varying clipping thresh-
olds across rounds complicate the cumulative privacy budget calculation. A dual-end
collaborative implementation is also lacking. While these methods are not directly
designed for the shuffle model, their idea of dynamic sensitivity adjustment provides
valuable insights for improving SDP-FL.

In privacy amplification theory, Balle et al. [12] proposed the Random Check-Ins
mechanism. It provides an amplification bound suitable for non-uniform participation
scenarios. However, its theoretical bound performs poorly under extreme Non-IID con-
ditions. This limits further improvement in noise efficiency. Building on this, Balle et
al. [27] further proposed a multi-message shuffle protocol. It achieves privacy ampli-
fication without using the amplification lemma. It also reduces the communication
rounds to a constant level. But each client needs to send O(log n) messages. This



directly leads to a 2 to 3-fold increase in communication overhead and complex syn-
chronization issues. The resulting communication inflation and synchronization delay
make deployment in resource-constrained scenarios difficult.

In summary, existing research has laid a solid foundation for the privacy amplifi-
cation theory and protocol design of SDP-FL. However, a gap remains in achieving a
balance among ”high utility, low overhead, and strong adaptability”. Some approaches
sacrifice efficiency for security and utility. Others fail to deeply integrate their adap-
tive mechanisms with the model’s internal state and training dynamics. There is a
lack of an end-to-end adaptive framework that can collaboratively optimize training
state awareness and parameter-level importance evaluation in an environment with an
untrusted server under the shuffle model.

The AdaCOS model proposed in this paper aims to fill this gap. It integrates
adaptive noise control, structured sparsity, and privacy-enhancing technologies into a
unified framework. By incorporating a dynamic Top-K strategy with cosine similarity
and Hessian-based parameter importance evaluation, it achieves a more stable and
efficient balance between privacy and utility.

3 Preliminaries

This subsection introduces the specific concepts of differential privacy techniques. In
the shuffle model, differential privacy techniques are consistent with local differential
privacy but benefit from the privacy amplification effect provided by the shuffle model.

3.1 Differential privacy

In 2006, Dwork introduced differential privacy [4], defining privacy as aggregate
information that can be publicly disclosed while ensuring that specific individual infor-
mation remains concealed. In Differentially Private Federated Learning (DP-FL), a
trusted central authority collects users’ raw models and adds noise to the aggregated
model to achieve indistinguishability of any output. Let the dataset D = {dy,...,d,}
consist of n data points, and let D’ be an adjacent dataset. The datasets D and D’
differ by the replacement of a single sensitive data point. The privacy objective is
expressed as D ~,. D’. A more detailed definition is provided in Definition 1.
Definition 1. For€,§ > 0, a mechanism M : X™ — Y is (€,0)-differentially private
((¢,8)-DP), on any neighboring datasets X ~, X' € X™, any subset S C Y will satisfy
PriM(X) e S| <e‘Pr[M(X') € S]+ 0.

Local differential privacy (LDP) fully considers the possibility of data collectors
stealing or leaking users’ privacy during the data collection process. In LDP, each
user first privatizes their data and then sends the processed data to the data collec-
tor. The data collector performs statistical analysis on the collected data to obtain
effective analytical results. In other words, while conducting statistical analysis on the
data, individual privacy information is not disclosed. The formal definition of local
differential privacy is provided in Definition 2.

Definition 2. Suppose there are n users, each corresponding to a record, and given a
random mechanism R : X — Y, where X is the definition domain and Y is the value
domain. If the mechanism M obtains the same output d* € X on any two records



d,d € X and satisfies the inequality: Pr[R(d) = d*] < e*Pr[R(d") = d*], then M
satisfies e-locally differentially private (e — LDP).

3.2 SDP-FL

SDP-FL is primarily composed of three components: the local encoder R, the shuffler
S, and the analyzer A, such that P = AoSoR". Since A is an untrusted third-party
server, the overall privacy objective of the model can be described as the existence of
M = SoR™ satisfying (e, d..)-differential privacy (DP). In 2019, Balle et al. introduced
the ”privacy blanket” [18], which provides optimal privacy amplification bounds for
single-message protocols. Let [b] denote the target domain of the encoder R, and let
represent the probability of outputting elements from the blanket distribution. Based
on Lemma 1, the privacy bounds (e.,d.) for M can be derived.

Lemma 1. For Y4108(2/3)(71) < € <1, if Ry satisfies ¢-LDP, we have (¢, d.)

for SoR™, where €, = 141°g(2/5 )(BELH’ L.

In 2014, Dwork proposed that dlfferentlal privacy possesses compositional proper-
ties [28], as demonstrated in Lemma 2, Lemma 3, and Lemma 4.
Lemma 2. Assuming that Ai(-) is an algorithm that satisfies the (e, d)-differentially
private ((e,0)-DP) mechanism. After combining algorithm As(-) and algorithm Aq(-)
into algorithm A = As(A1(+)), the algorithm A will also satisfy the (e,8)-DP
mechanism.
Lemma 3. An e-DP mechanism will satisfy ke-DP under k-fold adaptive composition.
Lemma 4. For all €,§,8 > 0, under k-fold adaptive composition, the group (e, d)-

DP mechanism will satisfy the (¢',kd + §")-DP mechanism, where ¢ = 1/2k1n ( ) €+
ke(ef —1).

In 2023, Liu et al. [13] were the first to propose the fixed sub-sampling privacy
amplification technique, which further reduces the noise added to local model param-
eters under the same privacy budget by selecting and uploading the top K most
important model parameters. Let the client’s model weight parameters be W, and the
selection ratio during sub-sampling be tkr. According to Lemma 3, the local single-
dimensional privacy budget is given by ¢;; = W Based on Lemma 1 and Lemma
4, Theorem 1 is used to calculate the specific privacy budget bounds within the entire
TopK shuffle model.

Theorem 1. With v = Wﬁ and 0cq < 2tkr, M = SoR.,; satisfies (€cd; cq)-DP,
where:

14log (2““ ) (et +b—1)
Wi-1

: (1)

€ck =

€ca = log(1 + thkr(ef* — 1)). (2)

The SDP-FL framework demonstrates a clear defensive effect against inference
attacks. The attacker’s goal is to determine whether a specific data record exists in the
model’s training set. Acting as a malicious server, the attacker utilizes the generated
global model and queries specific data points. By observing the model’s outputs, the
attacker attempts to infer whether a data point belongs to the training set. Differential



privacy inherently defends against membership inference attacks. Under the condition
that the SDP-FL framework satisfies (€., d.)-DP, the features of any specific data
record from local clients are obscured in the global model. The experimental results
in Section 5 further confirm this protective effect.

3.3 Network pruning

Network pruning is a method used to reduce the size of large neural networks [29],
as specifically defined in Definition 3. In this paper, the importance evaluation of the
model parameters for sub-sampling employs the same strategy as the network pruning
method, thereby identifying the top K most significant model parameters.
Definition 3. Given a dataset D = {(x;,y:)}"1, and a desired sparsity level tkr,
neural network pruning can be written as the following constrained optimization
problem:

. 1l
min L(W; D) = min ;é(w; (zi,9:)) (3)

st. WeR™, |[W]o < tkr.

In the definition, [ represents the standard loss function, W denotes the set of neu-
ral network parameters, m is the total number of parameters, and || - || is the standard
Ly norm. An effective method to optimize the aforementioned problem is based on
saliency, which approaches the problem by selectively removing redundant parame-
ters from the neural network. Popular criteria for determining parameter importance
include the magnitude of the weights and the Hessian values of the loss with respect
to the weights. Parameters with larger weights or higher Hessian values are considered
more important.

The Hessian matrix of the model parameters comprises all second-order partial
derivatives of the objective function with respect to the parameters, i.e., the Hessian
values. The computation method is illustrated in Definition 4.

Definition 4. For a function f : R — R, the Hessian matrix H is calculated as

follows, where x1,xa,..., T, are the input variables:
°f o*f ... _9f
0x? Ox10x2o O0x10x,,
’f o*f ... _9f
H— Oxo0x1 Brg Oxo0T, (4)
il il N o i
0x,0x1 Ox,0x2 Ox2

The aforementioned saliency-based methods constitute the primary approach of
many network pruning strategies, such as the ODS and OBS pruning strategies that
rely on Hessian values [30, 31]. Existing SDP-FL sub-sampling strategies [13, 15] select
parameters based on the magnitude of their weights using a greedy approach. This
strategy assumes that smaller parameter weights have a lesser impact on model perfor-
mance. However, research [32] indicates that this assumption is not entirely accurate,



as the absolute magnitude does not fully represent the importance of a model parame-
ter. Compared to directly using model parameters, the Hessian values reflect the local
curvature of the loss function, thereby helping to identify which parameters have a
greater impact on model performance.

In 2017, Molchanov et al. proposed a network pruning strategy based on the Taylor
expansion [33]. This strategy uses the absolute value of the first-order term of the
Taylor expansion of the objective function with respect to the activation functions as
the evaluation criterion. Compared to OBD and OBS, this paper employs a first-order
derivative estimate while ignoring higher-order terms. In 2018, Lee et al. [34] used the
absolute value of the normalized first derivative of the objective function with respect
to the parameters as a measure of importance.

Building on existing research, this paper proposes a novel strategy that applies
network pruning techniques to evaluate the importance of model parameters. This
approach optimizes the selection process of the Top-K parameters. Specifically,
this paper uses a combination of Hessian values and the absolute values of model
parameters as a comprehensive metric for evaluating parameter importance.

Experimental results demonstrate that, compared to traditional Top-K selection
methods based solely on the absolute values of model parameters, the proposed strat-
egy can more accurately identify parameters that have a greater impact on model
performance. Compared to traditional SDP-FL, this strategy increases the model pre-
diction accuracy by an average of 3.6% on three real-world datasets under the same
privacy budget conditions, effectively balancing privacy protection and model utility.

4 AdaCOS Framework

This section primarily introduces the AdaCOS model. Fig. 2 illustrates the model
framework, encompassing the local encoder R"™, the shuffler S, and the analyzer A.

4.1 AdaCOS Framework

Fig. 2 illustrates the AdaCOS model, which consists of three core components: the
local client, shuffler, and analyzer. This structure corresponds to the three elements
of the ESA framework. The design incorporates a parallel branch mechanism that
adaptively selects the optimal path by comparing training outcomes under different
strategies, thereby enhancing overall robustness. This concept draws on the core idea
in ensemble learning of improving model performance through diverse selection and
fusion [35, 36]. Here, the two branches represent different perspectives on the param-
eter space. Through dynamic selection, the model aims to strengthen its resistance to
noise interference, thereby balancing privacy and utility more intelligently.

The operational workflow of the framework is as follows. The local client obtains
the initial weight parameters Wy, the Top-K ratio tkr, and the branch strategy for
the current round from the server. After training the model using its local dataset,
the client employs a randomization procedure to select the indexes of the top-K most
important weights according to the specified branch strategy. Noise is then added to
the selected parameters.
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Fig. 2: AdaCOS: adaptive differential privacy shuffle model based on cosine similarity

The shuffler receives the noise-added weight parameters from the clients and assigns
a fixed ID to each client’s weight parameters. Subsequently, the shuffler randomly and
uniformly rearranges the data to break any associations between the data points. Once
the shuffling operation is complete, the weight parameters are sent to the analyzer.

The analyzer receives the weight parameters from the shuffler and performs aggre-
gation and analysis on these data. According to Lemma 2, the analyzer satisfies
differential privacy without adding any noise. The main functions of the analyzer
include:

1. Model Aggregation: Aggregates the weight parameters from all clients to
generate the global model parameters.

2. Performance Evaluation: Evaluates the accuracy of the current branch model
using the evaluation function Fvaluate and selects the model parameters with the
highest performance as the average weight parameters Wy for the next iteration.

3. Top-K Ratio Update: Calls the cosine similarity evaluation function
CosineTopkStrategy to assess the training progress based on the model’s parameters
and dynamically updates the Top-K ratio tkr.

Algorithm 1 outlines the detailed workflow of the AdaCOS framework. Initially,
the analyzer A initializes the model weights Wy, which are then disseminated to the
participating clients for training. During each global training iteration, A randomly
selects a subset of clients ¢! from the entire client pool N based on the client selec-
tion rate c¢r to participate in the ¢t-th epoch of training. Following the selection, A
broadcasts the weight parameters Wy and the Top-K ratio tkr to the chosen clients.



Algorithm 1 AdaCOS.

1: Input: global epoch T’; local epoch E; N is the number of users, B is the local
batch size, € is the local differential privacy budget, Ir is the learning rate, cr is
the client participation rate, tkr is the top-k rate.

2. Output: W7

3. Analyzer: initialize weights W°

4: for each global epoch t =1,...,7 do

5: for each branch br = 1,2 do

6: ¢! + RandomSelectClients(N, cr)

7: €1 W

8: for all local client ¢} € ¢’ in parallel do
9. WhH Wit

10 for each local epoch e =1,..., FE do
11: for each batch b € B do do

12 WP W — IrV L(W}; D)
13: end for

14: end for

15: W;’br — C’lip(Wit’bT, 0,C)

16: W)'™* « RandomTopkData(W"  tkr, e, br)
17: Send W/""* to Shuffler

18: end for

19: Shufﬂer:ShuﬁieParameter(Witébc'; )

20: Send Wl.tébc’; to Analyzer

21: end for !

22: Analyzer:

23; for each branch br = 1,2 do

24: aggregate model Withtr « L Zfi Wk
25: Acc" <+ EBvaluate(WHr)

26: end for

o1 Whbest o (Acchl > Acct?)2Wht : W2

28:  Acct < (Accht > Acct?)? Acctt o Acch?

29: update model Wt « T¥/t:best

30: update tkr <= CosineTopkStrategy(W, tkr, €)
31: end for

32: return W1

During the parallel training phase on the clients, each client c¢!; € ¢! involved in
the t-th global iteration and the br-th branch training epoch utilizes the Stochastic
Gradient Descent (SGD) optimizer to update the model parameters W;_; using their
local dataset. To mitigate the risk of gradient explosion caused by excessively large
gradients, the Clip function is employed to perform gradient clipping based on the
gradient norm threshold C.

Subsequently, the local clients invoke the RandomT opkData function to add noise
to the subsampled model parameters according to the specified Top-K ratio tkr for the

10



current epoch. The resulting perturbed model parameters W are then transmitted to
the shuffler S for the shuffling process. The shuffler executes the Shuf fle Parameter
operation, which randomly and uniformly rearranges the model data to eliminate
any potential associations between data points. After shuffling, the randomized model
parameters are forwarded to the analyzer A for aggregation and evaluation.

Within the analyzer, the aggregated model undergoes evaluation using the
Evaluate function to determine the accuracy of the current branch model. Based
on this evaluation, the model parameters exhibiting higher accuracy across two con-
secutive branch epochs are selected as the average weight parameters W;,; for the
subsequent training iteration. Finally, the analyzer employs the cosine similarity eval-
uation function CosineTopkStrategy to assess the training progress by evaluating
the model’s parameters and dynamically updates the Top-K ratio tkr. The updated
weight parameters W; and the Top-K ratio tkr are then broadcasted to the clients at
the commencement of the next training epoch. This iterative process continues until
all training epochs are completed.

4.2 Adaptive top-k perturbation

Existing Top-K mechanisms [13, 15] primarily rely on a greedy strategy that selects
only model parameters with the largest absolute magnitudes. However, this reliance
on a single metric is regarded as a heuristic rule lacking theoretical guidance, which
may fail to accurately assess parameter importance—particularly during the dynamic
process of model convergence.

Recent studies in neural network pruning have clearly demonstrated that param-
eter significance should not be determined solely by absolute values, but should be
comprehensively evaluated by considering both first-order (gradient) and second-order
(Hessian) influences on the loss function [37, 38].

Inspired by these findings, this paper introduces a novel mechanism that inte-
grates network pruning principles into Top-K selection. By simultaneously considering
both the absolute values and Hessian information of model parameters, the proposed
approach enables more precise quantification of parameter importance.

Since computing the full Hessian matrix is typically computationally intensive,
this paper approximates the Hessian matrix by using only its2 diagonal elements. The

: : W2H,, >
importance of a model parameter W; is defined as M; = ——~ %
;

2 s where Hjj =
and [ is the loss function.

From Definition 4, it can be seen that The Lipschitz continuity of H implies that
small perturbations in W lead to bounded changes in H. The Laplace noise has mean
zero and variance 2A2, so the bias in H j; is proportional to A. The importance score
M; depends on Wj2 and Hj;, both of which are perturbed by O(A). Thus, the relative
order of top parameters is preserved when noise is small. Computationally, using only
the diagonal Hessian reduces cost from O(m?) to O(m), where m is the number of
parameters. Therefore, Theorem 2 holds.

Theorem 2. Let W = W + Z be the noisy weight parameters with Laplace noise
Z ~ Lap(0,\), where \ = %. Assume the loss function L(W) is twice continuously
differentiable, and the Hessian matrix H(W) is y-Lipschitz continuous. Then, the

11



diagonal Hessian estimate ﬁjj computed from 174 satisfies:
|Hjj — Hjjl <A +0(). (5)

2

Moreover, the parameter importance score M; = % has an estimation error of
O(A), and for sufficiently small A, the ranking of parameters by importance remains
unchanged. Therefore, the effect of differential privacy noise on the Hessian estimation
is considered negligible.

Algorithm 2 details the operation of the RandomizeT opkData function. When the
i-th client completes training for the ¢-th epoch and generates the model parameters
W to be sent, the function first calculates the number of model layers and traverses
them layer by layer. For different training branches br, one branch traverses each layer
and computes the diagonal elements of the Hessian matrix H; using the GetHessian
function, subsequently calculating the parameter importance M;. The other branch
directly uses W; as M;.

Algorithm 2 RandomizeTopkData.
1: Input: W, tkr, ey, br
2: OQutput: W*
3. N < layers(W)
4: for each layers¢=1,..., N do

5: for each index idx € W; do

6: H;lidx] < GetHessian(W;[idz])
7 M;lidz) < ||H;[idx]|| * [|W;[idx)?|
8: end for

9: if br =1 then

10: S < Top(W;, tkr)

11: else

12: S < Top(M;,tkr)

13: end if

14: for each index idz € W; do

15: if idx € S then

16: WHidz] <= AddNoise(W;[idz], laplace(er))
17: end if

18: end for

19: end for

20: return W*

Subsequently, M; is used to select the top K most important model parameters,
which are then marked as S. For the parameters in S, the AddNoise function is
invoked to add Laplacian noise equivalent to a privacy budget of €, resulting in the
processed model weights W;. The noise-added model parameters are then sent to
the shuffler. The Hessian values involved in the model importance evaluation reflect
the local curvature of the loss function, effectively identifying which parameters have
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a greater impact on model performance. This allows for the addition of differential
privacy noise to protect these critical parameters. By combining with the cosine sim-
ilarity strategy, the Top-K strategy can better select the most important parameters
in each epoch through the dynamically changing tkr values.

Algorithm 1 and Algorithm 2 provide substantial support for defending against
poisoning attacks from malicious clients. The Top-K selection mechanism in Algorithm
2 filters out a large majority (1 — tkr) of parameters. If a malicious client attempts to
poison all dimensions, our parameter importance evaluation identifies the parameters
that are truly critical to model performance. As a result, malicious updates that do
not align with the parameter importance assessment will be ineffective in disrupting
the server’s model aggregation from client models.

4.3 Cosine top-k strategy

In the early stages of training, model parameters exhibit significant fluctuations. At
this point, adding more differential privacy noise does not significantly affect the
model’s accuracy [14]. As training progresses, the loss function gradually converges,
and model parameters stabilize. Consequently, the amount of added noise should be
progressively reduced. Since the Top-K ratio ( tkr ) directly determines the noise added
when clients upload their models, its dynamic adjustment must follow this trend.

The key to implementing a dynamic Top-K strategy lies in identifying an evaluation
metric that robustly and smoothly reflects the training progress. Compared to fixed-
magnitude subsampling strategies, a dynamic Top-K approach driven by stable signals
achieves higher model accuracy under the same privacy budget.

Instead of relying on highly volatile loss values or delayed accuracy feedback, we
adopt the cosine similarity between model parameters. This metric directly captures
the evolution of the internal model state and demonstrates excellent smoothness and
stability throughout the training process. This approach aligns closely with the con-
cept in Gaussian process regression of utilizing smoothly varying covariance to guide
decision-making [39, 40]. Thus, cosine similarity serves as a more reliable feedback
signal, ensuring robust dynamic adjustment and enabling higher accuracy than fixed
strategies under identical privacy constraints.

Implementing a dynamic Top-K strategy requires a stable evaluation metric to
monitor the progress of model training. Cosine similarity is used to measure the simi-
larity between two non-zero vectors in an inner product space. It is equal to the cosine
of the angle between the two vectors, which is the dot product of the vectors divided by
the product of their magnitudes. In this paper, the two vectors used to calculate cosine
similarity are obtained by flattening two neural network models into one-dimensional
vectors. Experiments show that the cosine similarity between the global models W of
the current epoch and W*~! of the previous epoch exhibits greater stability under the
given experimental conditions compared to the loss function and prediction accuracy.
Therefore, cosine similarity is used as the primary reference attribute for evaluating
the degree of model training in this paper. By combining cosine similarity with network
pruning strategies, the entire AdaCOS framework can intelligently adjust the parame-
ters selected in the Top-K step, further enhancing the model’s privacy protection level
under the same privacy budget.
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Algorithm 3 CosineTopkStrategy.

1: Input: accuracy list Acc;loss list Loss; Model parameters W; Cosine list similarity
C}; global epoch T'; current epoch ¢; number of users N and old top-k rate tkr.
Output: updatefi tkr
t t—

C! Ty
if Loss;_1 < Loss; then

score_loss < 1
else

score_loss < 0
end if
score_acc + 1
fori=1to N do

ift— N—141i¢<0 then

tempgee < tempace
else
tempacc — tempacc + ACCt—N—1+i

end if
end for
if tempgee > Accy then

score_acc < 1
else

score_acc < 0
. end if
. if t/T > 1/2 then

score_t + 1
else

scoret <2 x t/T
end if
score_total + (score_loss + score_acc + score_t)/3
if score_total < 0.5 then

d [1— (5522 x 0.1)]

tkr <+ thkr x d
. end if
: return tkr

© ® 3> s W

W W W NN NN NN NN NN == =
M B2 © XIS E Q0 20RO

Algorithm 3 provides the detailed mechanism of the pseudocode for calculating
Top-K using cosine similarity and model training parameters. When the function
CosineTopkStrategy is invoked, it retrieves all training information of the model with
the highest accuracy from the previous epoch, including historical accuracy Acc, histor-
ical loss function values Loss, historical cosine similarity C', current model parameters
W, total training epochs T', current training epoch ¢, number of participating clients
N, and the Top-K ratio tkr from the previous epoch. At the beginning of the evalua-
tion, the analyzer A calculates the cosine similarity between the current epoch’s model
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W' and the previous epoch’s model W*~1, and stores the cosine similarity in the his-
torical cosine similarity list. Subsequently, the analyzer comprehensively evaluates the
training progress based on the loss function value, accuracy, and training epochs.

The loss function represents the difference between the model’s predicted values
and the actual values. During training, it should gradually decrease and eventually
stabilize within a small fluctuation range. This algorithm first checks whether the
loss function of the current epoch is lower than that of the previous epoch. If so,
it sets the Score_loss of W' and the previous epoch’s model to 1. Model accuracy
should also show an increasing trend during training and eventually stabilize at a
relatively steady state. Due to accuracy fluctuations, the accuracy of adjacent epochs
may vary significantly. Therefore, this algorithm calculates the average accuracy for
comparative evaluation by summing and storing the accuracies of the recent t— N —1+1i
epochs. If the sum is greater than or equal to the current epoch’s accuracy Acc,
it sets Score_acc to 1. This method smooths short-term fluctuations and provides
a more robust performance evaluation. Generally, as the number of training epochs
increases, accuracy tends to improve, and the loss function value decreases. Therefore,
the algorithm includes an evaluation of the training epochs. When ¢/T is greater than
1/2, it sets Score_t to 1; otherwise, it sets Score_t to 2t/T.

By averaging the scores corresponding to the three factors, if the average score is
greater than 0.5, the Top-K ratio tkr is reassigned using the coefficient |1 — (% X
0.1)|. During training, the difference in cosine similarity generated in each training
epoch becomes increasingly smaller, allowing tkr to contract rapidly in the early stages
of training and gradually stabilize in the later stages.

4.4 Privacy budget under cosine similarity

It can be easily seen from Definition 3 that the loss function L(W) is S-smooth and

p-strongly convex. Lemma 5 and Lemma 6 are given by the standard properties of

optimization theory.

Lemma 5. Let L be a [3-smooth function. Then for any points Wt and Wt=1,

[VLW*) = VLW ]| < p|W* — Wi

Lemma 6. Let L be a p-strongly convez function near the optimum W*. Then for any

points W and W1, (W — W* W1 — W) > (1 - g) W — W [[|[W=1 — W
Based on Lemma 5; Lemma 6, and the definition of cosine similarity provided in

Algorithm 3, Theorem 3 can be deduced:

Theorem 3. For aloss function L that is B-smooth and p-strongly convex, the cosine

similarity Cy satisfies

g Wt —w

1-Gl< 2.
I1—-Cy < 1 max([WE, [W]) (6)

Furthermore, when |1 — Cy| < n, where > 0 is a small positive constant, then
the gradient change ||[VL(W?) — VL(W'=1)| is bounded by O(n), indicating stable
training progress.

For any fixed Top-K ratio tkr, Theorem 1 establishes that the shuffle mechanism
satisfies (¢, 0.q)-DP per epoch. The cosine similarity-driven adjustment ensures tkr; >
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tkrmin > 0 for all ¢, since C; € [—1, 1] and the adjustment factor is bounded, preventing
privacy budget divergence. Applying Lemma 4 across T training epochs, Corollary 1
can be deduced:

Corollary 1. Let €ay = max;_,; ¢ and § = T.+0". Then the following bound holds:

€ < /2T In(1/60") €max + Temax (€7 —1). (7)

Ci—Ci1

The adjustment rule tkr; = tkr;_q- {1 — (m X a)} ensures gradual reduction

of privacy cost as training stabilizes, with smaller AC values leading to decreased tkr;
and consequently lower overall privacy expenditure while maintaining model utility.
Consider AdaCOS framework with dynamic Top-K ratio tkr; adjusted based on cosine
similarity Cy. Let each client satisfy €;-LDP locally. Combining Corollary 1, Theorem
4 can be derived:

Theorem 4. After T training epochs, the overall mechanism satisfies (e, 8)-DP with:

e:rmn{\QTth&)fmmr+TQmm@%””—1%§:q} (8)

t=1

§=Tb,+0 (9)

where ¢, = log (1 + tkry - (e“k+ — 1)), and e, s the per-epoch privacy budget after
shuffling:

Ocd

Wi =1

141og (—M”) (eftt +b—1)

(10)

€ck, =

The dynamic adjustment follows: tkr; = tkr,_ - [1 — (% X a)}, with a =

0.1.The € obtained in Theorem 4 represents the privacy budget consumption of the
cosine similarity-driven dynamic Top-K strategy under the AdaCOS framework.

5 Experiments

This study conducts experiments on three well-recognized image datasets: MNIST,
CIFAR-10, and CIFAR-100.

Each dataset is partitioned into three configurations: Independent and Identically
Distributed (IID), non-Independent and Identically Distributed 1 (non-IID-1), and
non-Independent and Identically Distributed 2 (non-I1ID-2). In the non-I1ID-1 setting,
a class-preferential approximate Dirichlet distribution with a concentration parame-
ter of a = 0.3 is employed, accompanied by dynamic allocation to ensure that each
client receives data samples from all classes. For the non-IID-2 setting, an unbalanced
Dirichlet distribution with v = 2 is used to evaluate the effectiveness of the proposed
strategy under strong-non-IID conditions. The dataset partitioning procedure follows
the Dirichlet-based approach proposed by Hsu et al.[41]

Further details on the data distributions are provided in Appendix Figures 9, 10,
and 11.
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Table 1: Model structure of MNIST and CIFAR-10

Model convl conv2 pooll/2 linearl linear2  linear3
MNIST 10*5 20*5 2%2 320*256  256*50  50*10
Cifar-10 6*5 16*5 2%2 400%200  200*%84  84*10

Table 2: Model structure of modified ResNet on CIFAR-100

Model convl layerl layer2 layer3 layer4 avgpool/fc
Cifar-100  3*%3,64 2x(3*3,16) 2%(3*%3,32) 2(3*3,64) 2%(3*3,128) 128*100

Under these three distribution setups, this paper use a smaller model for MNIST
and CIFAR-10. The MNIST model has W = 100,816 parameters. The CIFAR-10
model has W = 100, 806 parameters. Detailed model parameters for these datasets are
listed in Table 1. To evaluate AdaCOS on larger models and more complex tasks, a
small ResNet model is used for CIFAR-100. This model has W = 320, 436 parameters.
Detailed parameters are provided in Table 2.

A comprehensive set of experiments was conducted to evaluate the performance of
the AdaCOS model under realistic conditions. As a baseline, the SDP-Fed Avg model
[1] was employed for comparison. To ensure effective training results, all experiments
in this study were performed using a Geforce RTX4090 GPU.

5.1 Training epoch analysis

This subsection presents the variation in model accuracy throughout the entire training
process, as illustrated in Fig. 3. In this experiment, the local privacy budget ¢; is set
to 4000, the client selection rate cr is set to 0.8, the number of global training epochs
T for CIFAR-10 and MNIST is set to 15 and for CIFAR-100 is set to 50. The number
of local training epochs F is set to 10. The total number of clients N for CIFAR-10
and MNIST is set to 100, and for CIFAR-100 is set to 50. The learning rate Ir is set to
0.005, and the initial Top-K ratio tkr for AdaCOS is set to 1. To incorporate as much
uniform noise as possible into the local encoder, the tkr for SDP-FedAvg is fixed at
0.9. Detailed metrics variation during training are presented in Table 3.

Tests on three datasets show that AdaCOS achieves higher accuracy than SDP-
FedAvg under the same differential privacy budget. On the non-I1ID-1 and non-IID-2
conditions, AdaCOS experiences a smaller accuracy drop compared to the IID dataset
than SDP-FedAvg does. In contrast, non-IID-2 exhibited significant accuracy degra-
dation across all three datasets, with the CIFAR-100 dataset showing the most
pronounced decline. Comparatively, AdaCOS achieved an earlier convergence point
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under non-IID-2 conditions and demonstrated a slight accuracy advantage. This
demonstrates that AdaCOS has a greater advantage in handling non-IID conditions.
Notably, on the CIFAR10 and CIFAR-100 datasets, AdaCOS shows larger fluctuations
in accuracy per epoch. This is attributed to the continuously decreasing tkr values
that affect the noise levels. On the CIFAR-100 dataset, the non-IID-2 configuration
may lead to a more noticeable drop in accuracy due to the larger imbalance in the
data distribution.

MNIST CIFAR10 CIFAR100
0.91 —e— IID AdaCOS —e— IID AdaCOS 0:51 —e— 1Ip Adacos
—e— non-lID-1 AdaCOS —e— non-liD-1 AdaCOS
0.8{ —* non-lD-2 AdaCOS / 0.301 —e— non-IID-2 AdaCcOS

—e— non-lID-1 AdaCOS
—e— non-IID-2 AdaCOS 4
1ID SDP-FedAvg 11D SDP-FedAvg 1ID SDP-FedAvg \
0.41 —e— non-ID-1 SDP-FedAvg A
—e— non-lID-2 SDP-FedAvg

—e— non-liD-1 SDP-FedAvg —e— non-lID-1 SDP-FedAvg
0.1

0.7 —e— non-lID-2 SDP-FedAvg —e— non-lID-2 SDP-FedAvg
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Fig. 3: Model training accuracy under different data distributions on different datasets
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When the model converges, the number of global communication epoch reflects
the overall communication efficiency. Fewer epochs mean lower overall communication
costs. Our experiments show that AdaCOS converges in 15 epochs for MNIST and
CIFAR-10 under IID and non-IID-1 conditions. For CIFAR-100 under IID and non-
IID-1, it takes 50 rounds.

Under IID and non-IID-1, data is evenly distributed among clients. Each client
communicates the same amount with the central server.

Under the non-IID-2 condition, the uneven data distribution results in the absence
of certain classes on some- clients. Consequently, both FedAvg and AdaCOS exhibit
reduced accuracy. Furthermore, the imbalance in data distribution degrades commu-
nication efficiency, thereby requiring a greater number of rounds for the model to
achieve convergence hf%h&ﬁethD-%%@ﬁd—fH@ﬂ—%h&ﬁﬂeVGl%é&HrfhﬁﬁH—bﬁH@fkfedﬂeeS

The Fig.4. below shows the accuracy changes in 15 epochs (50 epochs for CIFAR-
100) under different client ratios. When more clients participate in training, the server
receives more gradients from clients. This increases the upload communication burden.
Also, when more clients take part, broadcasting the global model to all clients increases
the download communication load.

It can be seen that in all datasets, the model performs best when the client ratio
is around 0.5 to 0.8. With a low client ratio, communication cost is reduced. However,
the training progress slows down and more rounds are needed to converge. With a
high client ratio, communication costs increase and training efficiency drops.
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Table 3: Changes in metrics during training

SDP-FL AdaCOS
R1 R5 R10 RI15 R1 R5 R10 RI15

Dataset Data Dist  Metric

Accuracy 0.12 0.75 0.88 0.91 0.11 0.68 0.87 0.92

Loss 259 1.20 0.09 0.03 268 1.15 0.10 0.02

MNIST b tkr 0.90 090 090 090 1.00 091 0.86 0.80
cos 0.68 091 095 097 0.63 093 097 0.98

Accuracy 0.11 068 083 091 0.12 057 086 091

non-IID-1 Loss 2.66 1.24 0.09 0.02 257 1.23 0.06 0.02
tkr 0.90 090 090 090 1.00 0.92 0.85 0.82

cos 0.69 091 094 097 063 092 097 0.98

Accuracy 0.10 0.15 026 0.34 0.10 020 0.24 0.35

non-IID-2 Loss 2.66 218 1.88 1.57 260 220 192 1.53
tkr 0.90 090 090 090 1.00 0.90 0.83 0.76

cos 0.66 091 095 097 0.60 092 096 0.97

Accuracy 0.09 0.21 025 0.26 0.10 0.22 0.32 0.30

Loss 230 220 199 207 230 215 206 1.92

CIFAR-10 b tkr 0.90 090 090 090 1.00 091 082 0.77
cos 0.68 091 095 097 0.63 093 097 0.98

Accuracy 0.10 0.18 0.23 0.32 0.09 0.19 0.28 0.29

non-IID-1 Loss 230 217 196 190 229 222 202 213
tkr 0.90 090 090 090 1.00 0.92 083 0.79

cos 0.69 091 094 097 063 092 097 0.98

Accuracy 0.10 0.11 0.13 0.15 0.10 0.12 0.13 0.16

non-IID-2 Loss 231 226 223 215 230 220 218 2.08
tkr 0.90 090 090 090 1.00 0.90 0.83 0.76

cos 0.66 091 095 097 0.60 092 096 0.97

Accuracy 0.01 0.11 028 0.31 0.05 0.11 0.24 0.32

Loss 336 26 233 173 3.01 245 226 1.63

CIFAR-100  TID tkr 0.90 090 090 090  1.00 0.98 093 0.85
cos 0.32 071 095 097 043 063 093 0.97

Accuracy 0.09 0.14 030 024 0.03 0.10 0.26 0.36

non-IID-1 Loss 2.78 217 186 190 299 278 203 1.56
tkr 0.90 090 090 090 1.00 0.98 093 0.85

cos 0.56 0.89 094 097 045 0.8 095 0.96

Accuracy 0.01 0.01 0.02 0.03 0.01 001 0.02 0.03

non-IID-2 Loss 3.00 297 296 193 3.00 298 296 291
tkr 0.90 090 090 090 1.00 097 0.75 0.85

cos 048 0.87 095 095 033 092 094 0.96

To prove the effectiveness of the cosine similarity-based strategy, this paper intro-
duced AdaSTopK for comparison[15]. AdaSTopK also uses a dynamic TopK strategy.
All hyperparameters are kept consistent with those of AdaStopK, as shown in the Fig.
5.

Results indicate that AdaCOS and AdaSTopK achieve comparable accuracy on
both datasets. On the MNIST dataset in the IID setting, AdaCOS has slightly lower
average accuracy than AdaSTopK. In the non-IID setting, their performances differ
significantly.

The difference is likely due to the data distribution in the experiments. AdaSTopK’s
training strategy largely depends on the previous round’s performance. As a result, it
shows a wider range of fluctuations than AdaCOS. AdaCOS is more stable. On the
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Fig. 4: The impact of changes in client radio on model performance

CIFARI10 dataset, both methods exhibit training fluctuations. However, AdaCOS has
a smaller fluctuation amplitude. This further proves the effectiveness of the cosine
similarity-based strategy.
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Fig. 5: Model training accuracy compared with AdaStopK

5.2 Privacy budget analysis

To investigate the impact of the local privacy budget ¢; on the overall performance of
the model, Following the setup from subsection 5.1, the same parameter settings were
employed, while varying the independent variable ¢, within the range [2000, 7000].
The results are presented in Fig. 6.

As observed, with an increase in the privacy budget ¢;, the performance of the
AdaCOS model positively correlates across all three data distributions: IID, non-1ID-1,
and non-ITD-2.

20



On the MNIST dataset, when ¢; > 3000, the model’s accuracy gradually stabilizes.
Both ITD and non-IID-1 distributions experience a rapid increase in accuracy, whereas
the accuracy for non-IID-2 grows at a slower rate. This slower growth in non-IID-
2 is attributed to the imbalanced distribution of sample sizes. When ¢; < 3000, the
model’s performance is influenced by the noise added; a substantial amount of noise
causes the model parameters to lose their inherent features. In complex tasks, neural
networks may have high dimensionality, which can lead to biases in the evaluation of
parameter importance. AdaCOS leverages both Hessian values and model parameters
to assess parameter importance, thereby better preserving the characteristics of the
model parameters. When ¢, > 6000, the accuracy improvements of both AdaCOS
and SDP-FL start to plateau, with AdaCOS achieving slightly higher accuracy than
SDP-FL under the IID distribution.

On the CIFAR10 dataset, AdaCOS exhibits performance patterns similar to those
observed on the MNIST dataset. Under different privacy budgets, the accuracy under
the non-I1ID-2 distribution remains consistently lower, which can be attributed to

nen-HD-2-distributionaecross-different-privaeybudgets: Additionally, the performance
gap between the SDP-FL model and the AdaCOS model becomes more pronounced
under higher differential privacy budgets. Overall, the AdaCOS model consistently
achieves superior performance across various privacy budgets and data distributions.

On the CIFAR100 dataset, both AdaCOS and SDL-FL converge smoothly. How-
ever, the overall graph shows a large accuracy gap as ¢; varies. This suggests that in
deep models and complex tasks, the model is more sensitive to the addition of global
noise. The performance in both non-IID-1 and non-IID-2 cases is generally lower than
that in the IID scenario.Under the non-IID-2 scenario, both frameworks fail to obtain
effective training information. This is primarily due to the higher task complexity of
CIFAR-100, which imposes stricter requirements on data balance for effective model
learning.
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Fig. 6: The impact of changes in privacy budget on model performance
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5.3 Top-K rate analysis

To further validate the superiority of Algorithm 3 introduced in Section 4, this
study additionally records the dynamic adjustments of the Top-K parameter (tkr) by
AdaCOS across all training epochs. The results are illustrated in Fig. 7. All experi-
mental parameters in this subsection remain consistent with those outlined in the first
subsection of this section.

As observed, in the IID distribution of the MNIST dataset, the convergence degree
of the tkr parameter is minimal. As the degree of data heterogeneity increases, the
reduction in tkr becomes more pronounced. This behavior results from the dynamic
adjustment in response to the rate of accuracy improvement.

In the CIFAR10 dataset, the convergence of tkr is more evident. This is attributed
to the CIFAR10 dataset being more challenging to train compared to MNIST. Addi-
tionally, due to significant fluctuations in accuracy during the training process of
CIFARI10, it is unable to generate a sufficiently long window for accuracy improve-
ment. Consequently, the amount of noise added needs to be appropriately reduced to
maintain a stable training process and enhance the final model’s usability. In the last
training batch of the non-1ID-2 distribution, tkr reaches its lowest value, which is due
to the high degree of data heterogeneity in non-I1ID-2.

In the CIFAR100 dataset, the performance of tkr is roughly similar to that on
CIFARI10. However, due to a longer training period, tkr converges at a relatively
early stage and reaches a value close to 0.7. Compared with simpler models, ResNet
experiences more accuracy loss in the later stages of training due to noise perturbation,
so it is adjusted to a lower level.

As a control, Fig. 7 also includes the tkr values of FixTopK for comparison. When
the global training batch T' < 7, AdaCOS adds more differential privacy noise to
the model than the fixed Top-K approach. When 7" > 8, the added noise gradually
decreases, and at this point, the model accuracy of AdaCOS surpasses that of Fix-
TopK. This demonstrates the effectiveness of the dynamic Top-K adjustment strategy
discussed in Section 4. It effectively enhances the final model’s usability while ensuring
adherence to the privacy budget.
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Fig. 7: Changes in tkr during training
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During training, the amount of noise added to each parameter is fixed, which means
that the total noise amount is directly related to tkr. Based on the conclusion from
Section 3, each selected model parameter is perturbed with Laplace noise having a

scale of i%’% and a mean of 0. The overall noise scale added in each round cannot be
J J

obtained simply by summing the noise for each parameter; however, the total privacy
budget consumed by all the noise remains equal to ¢;. In the Fig. 7, the scale of the
noise added over all training rounds is equivalent to that produced by a privacy budget
of 4000.

The main computations during the training process involve local model training
and the addition of noise during communication. The time consumed by the noise
addition is directly proportional to tkr. The Fig. 8 presents the training time for each
global round during the model training process. The fewer the parameters that have
noise added, the less time each round of training will take.

MNIST CIFAR1O CIFAR100

62
96
270
. 94

561 —— IID AdaCOS 881 —e— IID AdaCOS —— D Adacos
—e— non-1ID-1 AdaCOS —e— non-lID-1 AdaCOS —e— non-lID-1 AdaCOS
—— non-lID-2 AdaCOS 86{ —— non-lID-2 AdaCOS 2409 —e— non-lID-2 AdaCOS
54 Fixed TopK Fixed TopK Fixed TopK

2 4 6 10 12 14 3 2 3 0 12 14 0 10 20 30 40 50

8
Epoch Epoch

Fig. 8: Global epoch training time during training

8
Epoch

6 Conclusion

This paper proposes a novel adaptive differentially private stochastic model, AdaCOS.
It effectively addresses the inherent trade-off between privacy protection and model
accuracy in traditional SDP-FL frameworks. This is achieved through an innovative
dynamic Top-K adjustment strategy and a precise parameter importance quantifica-
tion method. Furthermore, AdaCOS integrates a new network pruning technique. This
technique enables accurate parameter importance quantification by considering both
weight magnitudes and their Hessian values.

Experiments on three datasets demonstrate that AdaCOS outperforms traditional
SDP-FL methods. It achieves an average improvement of 3.6% in model accuracy
under the same privacy budget. The model also shows significant robustness in
Non-IID data scenarios. This effectively achieves a superior balance between privacy
protection and model utility.

Although AdaCOS demonstrates superior performance, this study has several lim-
itations. These point to directions for future work: The experimental validation was
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primarily conducted on relatively small-scale image datasets (MNIST, CIFAR-10,
CIFAR-100). The generalization capability of AdaCOS to larger-scale datasets (e.g.,
ImageNet) or different data modalities (e.g., text, graph-structured data) remains to
be verified. Future work will validate AdaCOS’s effectiveness in fine-tuning scenarios
for large pre-trained models. We also plan to extend it to more complex domains like
federated graph neural networks.Regarding data distribution, this paper only investi-
gates two non-IID scenarios (non-IID-1 and non-I1ID-2), without exploring the model
performance under extreme non-IID conditions, which represents a direction for our
future extensions.

Additionally, while the Hessian diagonal approximation avoids substantial compu-
tational overhead, its introduced extra cost warrants attention for extremely resource-
constrained edge devices. A promising future direction is to explore lighter-weight
proxy metrics for parameter importance. Alternatively, developing asynchronous exe-
cution strategies to offload importance evaluation from the critical training path could
be beneficial.

Furthermore, we will explore integrating personalized differential privacy with our
model’s internal adaptive mechanisms to suit various application scenarios.
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Dataset cifar100 Distribution: lID-Balanced
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Fig. 11: Dataset Distribution of CIFAR100
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